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1. [TosicHUuTEILHAA 3aIUCKA

1.1. leap 1 32124y JUCHUILIHHBI

Lenp NUCHMIUIMHBL Pa3BUTh y CiylIATeJIeH MOAXOA K PEHICHHUI0 TEXHHUYECKUX 3a7ad
MIPOrpaMMHO-aNIMapaTHON 3aIUThl HHPOPMAIIHH.

3agaun:

— U3y4eHHEe OCHOB MOCTPOEHUS MOJICUCTEM UH(POPMAIIMOHHOM 6€30MacHOCTH,

— OCBOCHHME TPUHIIMIIOB MCIOJIB30BAHUS IPOrPAMMHO-AINIAPATHBIX CPEACTB 3aIIUThI
uH(popmaIuu,

— BbIPaOOTKA YMEHUI MTPOBEACHUS OLICHKHU 3aIIUIIEHHOCTH HH(GOPMAIIMOHHBIX CHCTEM.

1.2. ®opMupyemMble KOMIIETCHIINH, COOTHECEHHBIE € IVIAHMPYEMbIMH Pe3yJIbTaTAMH
0o0y4eHHUs 110 AUCHMILIMHE:

KoMmnerennus NHaukaTopbl KOMIETEHIM A Pe3yabTaTsl 00yueHus
(Kol ¥ HAMEHOBAHUE) (Kol ¥ HAUMEHOBAHUE)
VK-2 YK-2.1 YMmeTs:
CrniocobeH orpenenats Kpyr | AHaIU3UpyeT UMEIOIINECs aHAJTM3UPOBATh OTPAHUYCHUS
3aJa4 B paMKax pecypchl U OTpaHUYEHUS, BBIUUCIIUTENIbHBIX PECYPCOB,
IIOCTABJIEHHOM LIETH U OLIGHUBAET U BHIOMpAET BbIOMPATH ONTHUMAJIBHBII
BBIOMPATH ONTUMAJILHBIE ONTUMAaJIbHBIC CITOCOOBI Habop MporpaMMHO-
CHOCOOBI UX PELICHHUS, pELICHUS IOCTABJICHHBIX annapaTtHbix [TAC3U1
UCXO0JIS U3 IEHCTBYIOLINX 3aja4
MIPABOBBIX HOPM,
MMEIOIINXCS PECYPCOB U YK-2.2 Branets:
orpaHHYeHHit Criocoben HCNIONL30BATE HaBBIKAMHU HCIIONb30BAHMA
3HAHUS O BaKHEHIINX HOJIOKEHUH CTaHIapTOB IIPU
HOpMAax, UHCTUTYTax U pa3paboTke, HaCTpOUKe U
OTpacisiX AEUCTBYIONIETO skcruryatanuu [TAC31
POCCHICKOrO IpaBa Jyis
OIpeieNIeHus Kpyra 3ajad 1
ONITUMAJIBHBIX CITIOCOOOB MX
peLIeHHs
OIIK-10 OIIK-10.1 3HaATh: APXUTEKTYPY MOJCUCTEM
Crioco0eH B KayecTBe 3HaeT NporpaMMHO- 0€30MacHOCTH, CMBICT 6a30BBIX
TEXHUYECKOT'0 CIIELHAIUCTa | allapaTHble CPeCcTBa HIOHATHH, TAKUX KaK
MIPUHUMATh y4acTHE B 3alUThl UH(QOPMAIMH B UICHTUQUKAINA U
(OpMHUPOBAHUU TIOJIUTUKU | TUIIOBBIX ONEPALIMOHHBIX ayTeHTH(UKanus,
UH(POPMAIIMOHHOMN CUCTEMAX, CUCTEMAaX pasrpaHuyeHue JocTyna U T.A.;
0€30I1aCHOCTH, ynpaBiieHus 0a3aMu IaHHBIX, | IPOTOKOJIBI JIOKAIBHOH U
OpPraHu30BBIBATH U KOMITBIOTEPHBIX CETSIX CEeTeBOI ayTeHTU(UKAIIIH
HOJ|/IEP/KUBATh
BBITIOJTHCHUE KOMIUICKCA OIIK-10.2 YMeTb: OCyIIECTBIATh
MED 110 00ECTICUEHUIO YMmeeT KOHPUTYypUpPOBaTh HACTPONKY MOJIMTUKU YUEHBIX
MH()OPMAIMOHHOM NporpamMMHO-aNInapaTHbIC 3aIMCEH, BBIIIOIHATD
0€30MacHOCTH, yIPABJIATE | CPEACTBA 3AIUTHI aJIMUHUCTPUPOBAHUE YUETHBIX
IPOLIECCOM UX peanu3allMi | uH(OpMalUK B COOTBETCTBUU | 3alUCEHl MOJIb30BaTENCH Ha
Ha O0BEKTE 3aLIUTHI C 33JJaHHBIMU IOJUTHUKAMU wiatdpopmax Windows u Linux,
0€30MacHOCTH uaeHTUu(GUIUpOBaTh caadble
MECTa U ySI3BUMOCTH
HOJICCTEMBI MJICHTH()HUKALINN 1




ayTeHTU(UKAIINH;
pa3pabaThiBaTh MaTPHILY
pasrpaHUYeHUs TOCTYIIA,
peaM30BBIBATh TUCKPEIIMOHHOE
pasrpaHUYeHue JOCTymna K
o0bekTam GalIoBOM CHCTEMBI U
CUCTEMHOT'0 peecTpa.

OIIK-10.3
Bnaneet npuHuunamu
(dbopMUpOBaHUS TOTUTUKA

Bnaners: HaBpIKaMu
aIMUHUCTPUPOBAHUS MOJICUCTEM
0€30MacHOCTH, HACTPOIKHU

nHGOPMaMOHHON CUCTEMBI, MTOJIUTHUK

0e30macHOCTH 00BEKTa 0€30MaCHOCTH, YIIPaBICHHS

uHbOopMaTU3alun YUETHBIMH 3aIHCSIMH.
OIIK-12 OIIK-12.1 3HaTh: JIUHEHKY MPOrPaAMMHO-

CrniocobeH npoBOIUTh
HOJTrOTOBKY MCXOJHBIX
JAHHBIX JIJI5
IPOEKTUPOBAHUS
MIOJICUCTEM, CPEACTB
o0ecreyeHus 3aluThl
uHbOpMAaLIUU U JUIs
TE€XHUKO-3KOHOMHUYECKOTO
000CHOBaHUs
COOTBETCTBYIOLIUX
MIPOCKTHBIX PELICHUN

3HaeT NPUHLIMIIBI
(GopMUpPOBaHUS TTOTUTHKA
UH(POPMALIMOHHOM
0e30MMacHOCTH B
UH(POPMALMOHHBIX CUCTEMAX;
OCHOBHBIE 3Tallbl IIporecca
IPOEKTHPOBAHUS U 001IIHE
TpeOOBaHMS K COACPIKAHUIO

anmapaTHbIX CPEICTB 3aIIUTHI
nH(pOpManny; MOIXOABI K
TECTUPOBAHUIO MPOTPAMMHO-
anmnapaTHBIX CPEJICTB 3aIIHUTHI
UHPOpMALIUU

IPOEKTa

OIIK-12.2 YMeTh: OCyIIECTBIISITH BHIOOD
YMeer onpenensith IpOrpaMMHO-aNMnapaTHbIX
UHGOPMAITMOHHYIO CPEJICTB 3alIUThl HHPOPMAITUU
UHPPACTPYKTYPY U aJICKBaTHBIX PEIIAEMbIM

UH(POPMAITMOHHBIE PECYPCHI
OpTaHHU3AINH, MTOITIEKAIUX
3aIlUTe; aHATM3HPOBATh
MOKa3aTeH KauecTBa U
KPUTEPUHU OLICHKH CHCTEM U
OTJICJIbHBIX METOJIOB U
CPEJICTB 3alTUThHI
uHdopmaIuu

3aJ1a4aM; COCTABIISITh METOTUKH
UCTIBITAHUH CPEJICTB 3aIIUTHI
UH(POPMAIINH; TIOAXOIBI TIO
OLIEHKE TOKa3aTesel KauecTna,
KPUTEPHH OLIEHKU TPOTrPaMMHO-
anmapaTHBIX CPEJCTB 3AIIUTHI
uHbopmanuu

OIIK-12.3

Bnageer naBpIkaMH 110
pa3pabOTKe OCHOBHBIX
MoKa3aTeleil TeXHUKO-
SKOHOMHYECKOT'O
000CHOBaHHS
COOTBETCTBYIOIIHNX
MPOCKTHBIX PEIICHUN

Bnaners HaBbIKaMu
MIPOEKTUPOBAHUS, HACTPOUKHU U
SKCIUTyaTalluu CPEICTB 3aIUThI
UHPOPMAIIUHU C YIETOM TEXHUKO-
SKOHOMUYECKUX MOKA3aTeleH.

1.3. MecTo AucuMIIMHbI B CTPYKTYpe 00pa3oBaTeIbHOM MPOrpaMMbl

«I[IporpammHoO-anmnaparHsie

cpeacTBa 3alllUThI

00s13aTeIbHON YacTH 0JI0Ka MUCIUIUIMH y9eOHOTO TIJIaHa.

I/IH(I)OpMaI_II/II/I» OTHOCHUTCH K




2. CTpyKTYypa AMCHHUILIMHBI

OO6m1as TpyA0€MKOCTh JUCIMIUIMHBI COCTABIISIET 5 3a4eTHHIX enuHull, 180 yacos

CTpyKTypa AMCUMIIMHBI 1JISI 04HOM GopMBbI 00ydeHus1

O0beM TUCIUIUIMHBI B ()OpME KOHTAKTHOW PAOOTBI OOYYAIOMIMXCS C TEIarorH4ecKuMHU
paboTHHKaMU ¥ (WJIH) JIMIIAMH, TIPUBJICKAEMBIMU K pealn3alud 00pa30BaTeIbLHON MPOrpaMMBbl
Ha UHBIX YCJIOBUSX, IPU MPOBEACHUH YI€OHBIX 3aHSATHI:

Cemectp | Tun yueOHBIX 3aHSATHHA KonngecTBo 4acoB
5 Jlexknuu 28
5 JlaGopaTopHbIe pabOTHI 32
6 Jlexumu 16
6 JlaGopaTopHbIe pabOTHI 16
6 IIpoMexyTOUHAs aTTeCTaIlMs 18
Bceero: 92

O0beM TUCHUILTUHBL B (hopMe caMOCTOATeNbHON paboThl o0yyaronmxes cocrapnser 70
aKaJeMHUYECKUX YaCOB.

3. Conep:kaHue QM CHUANIUHbBI

5 _cemect
Ne HaumeHoBaHue pasaena | Coaepxanue
AUCHUILINHBI
1 Oo0mue npeacraBjenusa o [ OOmiee NOHATHE MPOrPAMMHO-AINIIAPATHBIX CPENICTB
NPOrpaMMHO-aNNapaTHBIX | 3aluTel  uWHGopMauuu. Tumel  mporpaMMHO-
cpeacTBax 3alUMTHI | aNMApaTHBIX  CPEACTB  3aAIUUTHl  MH(OpMAIUH.
uHopmanumn CpencrtBa Kpunrorpaduaeckoi 3aIIUThI
uHpopmanuu.  ['eHepaTOpsl  MCEBAOCITyYaitHBIX
qucen. AnnapaTHble MOy JOBEPEHHOM 3arpy3KH.
CpenctBa  KOHTpOJII ~ BHEIIHUX  HOCHUTENEH.

MekceTeBoe SIKpaHUPOBAHHE.

CpeacrBa uaeHTHPUKANUH U
ayreHTH(pUKAIINHA

[TonsTust waeHTUUKAIME ©  AyTCHTH(PUKAIUH.
JlokanpHass ayteHTu¢ukanus. CpolicTBa  XdII-
GyHKITUH. Anroput™m NTLM. Konmenmus
Pluggable AuthenticationModule. CereBont
nporokos ayreHTudukamun Kerberos. ATtaku Ha
MIOJICUCTEMY ayTEHTU(UKAITIH.

Pa3rpaaneHne aocrymna

JluckpenimoHHOE W MaHJAaTHOE pasrpaHuUYCHUE
noctyna. CyObekTbl HW  OOBEKTHl  JIOCTYyIA.
Crpykrypsl  ¢ainoeix cuctem NTFS u  UFS,
MetaganHple.  CHOUCKM ~ KOHTPOJS  JIOCTYyIA.
SecurityReferenceMonitor, aBTopu3anusl.

Perucrpanus codbITHil
0e30MacHOCTH

Perucrpanus cobpituii 6e3onacHoctu. Kareropun
PErUCTPUPYEMBIX COOBITHI. Perucrpamus mocTym K
oObekTaM  (ailloBO  CHUCTEMBL.  YTIpaBJCHHUE
PETHCTPAIMOHHBIMHU JKypHAJIAMU.

KonTpoab nesocTHocTH

[Iponienypa KOHTPOJISL LETOCTHOCTU. AJITOPUTMBI
pacueta koHTpoJbHBIX cymMMm (CRC, MD5, SHA-1).
CpezicTBa rapaHTUHHOIO Y aajleHus HH)OpMaIuu.

6 cemecTp




HaumenoBaHue paszaesa
AMCHMILIMHBI

Conepxanue

IMpeamer " 32124
NPOrPpaMMHO-ANINAPATHOM
3aIMTHl HHPOPMALMHU

[Ipeamer 3amutel. CBoiicTBa uHOpManuu u e€
1eHHOCcTh. OOBEeKT 3amuThl uHbopManuu. Bumisl
uHpopmanuu. YTeuka WHPOpMAMU U €€ BUJBL
CereBoe u MexceTeBoe Bzaumoaeiicteue. [lonutuka
0€30aCHOCTH.

Bpenonocubie nporpamMmbl U
yaajaéHHbIE ceTeBble aTaKu

BpenoHocHbIE TPOrpaMMBl.
KomnberorepHele  BHpyChl.  TpOsSHCKHE  KOHH.
CereBble uepBu. lloraliHble XOABI M PYTKHUTHI.
BPEJOHOCHBIE  MpOrpamMMbl A MOOMJIBHBIX
ycrpoiictB. Ilpoune BpemoOHOCHBIE POrpPAMMBI.
HaumenoBanue BHUPYCOB. DNeMEeHTbI
3alMTBI  OT  BPEAOHOCHOTO  IPOrPaMMHOIO
obecneuenus. Texnonorus Black u Whitelisting.
VY nanénHele ceTeBbIEC aTaKU.
CereBble araku. OOOOLIEHHBIA CIIEHApUN aTaKH.
ATaku «OTKa3 B OOCIHyXHBaHUW». ATaku Ha
nporokonsl [P, ICMP, UDP, TCP. I'enepatopsl
arak. Ataka K. Murnuka. Knaccudukanuu
YIAJIEHHBIX aTak.

MexceTeBbIe IKPAHbI

Passurue TEXHOJIOTUH MEKCETEBOIO
SKPaHUPOBAHUA. OunbTpanus [TaKETOB.
MexcereBble  DKpaHbl ~ ypOBHS ~ COEIMHEHUS.
MexcereBble  JKpaHbl  NPUKIAJHOIO  YPOBHS.
MexcereBble DKpPaHbI c JUHAMUAYECKOU
dunpTpanmein makeToB. MeEXCETeBbIE  JKpPaHbI
MHCIIEKIIUU COCTOSHUM. MexcereBble SKpaHbl
ypoBHA siapa. [lepcoHanbHble MEXCETEBBIE YKPAHBI.
Pacnpenenénnsie MEKCETEBbIE JKpaHBbL.
MexcereBbie 3KkpaHbl  Web-npunoxxenuit. HoBoe
IIOKOJIECHUE  MEXKCETEBBIX  DKPAHOB. O6x0x
MEXKCETEBbIX SKpaHOB. I[locTeneHHbII MOAXOA.
TynnenupoBanue. TpeGoBaHMs M TOKa3aTelu
3aIIAIIEHHOCTH MEXKCETEBBIX HKPaHOB.
TectupoBanue MexceTeBbIX JKpaHOB. I[Ipumepsl
MEXKCETEBBIX KPaHOB.

BinyaanLIe YaCTHbBIC CE€TH

Bupryanuzanuss u o0nmadHble  TEXHOJIOTHH.
TynuenupoBanue. IIporokonsr VPN kaHajabHOIO
YPOBHSI. [IpoTokon IPSec. Accouuanus
obecrieuenuss  Oe3omacHOCTH.  TyHHEIBHBIM |
TPAHCIIOPTHBIM  pexxumbl  mpoTtokona  IPSec.
[Ipotokon oOMeHna uHTEepHET-KItouyaMu. [IpoTokon
ayTeHTH(UKauu 3aronoska. [IpoTokon 6e3omacHoi
WHKAICYJIALUA  COJAEpKUMOro makera. [Ipumep
npumenenns  nporokona  IKE.  CoBmectHoe
ucnoJibzoBanre npotokosioB ESP u AH. OcHoBHbIE
TUNBI 3alIUIIEHHBIX CBA3ed. IIporokonsr VPN
TpaHcropTHoro ypoBHs. LudpoBeie cepTuduxaTsl.
IIpumepsl  oTedecTBEHHOro mnoctpoeHus VPN.
Kpunrronutroser. Madpactpykrypa PKI




5 Cucrembl 00HApY:KeHHUS H Mogenu cucteM 0OHapyXeHUs: BTop>keHuil. Mojienb
npenorBpamenusi Bropskenuii | /. Jleaaunar. Mopens CIDF. Knaccuduxamus
CUCTEM OOHapykeHus BTOpxeHH. OOHapyKXeHue
curHatyp. Cucrema oOHapyX eHHs BTOP)KCHUU
Snort.  Jlekogep  maketoB.  [Ipenponeccopsi.
[Ipenporneccopsl cOopku makeToB. [Ipemnporeccopsr
HOpMaJIU3allul  MPOTOKOJOB.  [Ipempornieccopsl
0oOHapy >KeHUS AHOMAJIU. [Ipoueccop
obHapyxeHus. Moaynu BwiBoga. [IpaBuma Snort.
[Ipumepsr mpaBwi. OOHapy>XeHHE aHOMAJIWH.
Metoast  DataMining.  MeToasl  TEXHOJIOTHU
MOOUJIBHBIX ~ areHToB.  MeToabl  MOCTPOCHHUS
HMMYHHBIX cHUCTeM. I[IpumMeHeHue TreHeTHYecKux
anroputMoB. IIpuMeHeHHUE HEUpPOHHBIX CETEH.
SA3pikm ommcanus  arak.  Jlpyrue — MeToAbl
oOHapyxeHHs BTOpkeHHH. CHCTeMbl aHamM3a
3amuIEHHOCTUH. CHCTeMbl aHalih3a LEJIOCTHOCTH.
BcnomorarenbHbie cpeacTsa oOHapyXeHUs.
MeTtoaer 00x0/1a ccTeM OOHAPYKEHHsSI BTOPKEHUH.
Mertoapl 00X0Ja CETEBBIX CHUCTEM OOHAPYKCHUS
BTOp)KEHUH. MeTtoasl 00X0Aa XOCTOBBIX CHCTEM
oOHapy>XeHHUSI BTOp)KEHUHU. J[MHAMUYEeCKHEe METOJIbI
obxoma. TectupoBaHue cuUCTeM OOHApYKEHUS
BTOpKE€HMI. TecTUpOBAaHME KOMMEPYECKUX CHUCTEM.
TecTtupoBaHue UCCIEAOBATEIBCKUX POTOTHUIIOB.
Mertoasl  GOpMHpPOBaHMS  TECTOBBIX  HAOOPOB.
Marpuna HECOOTBETCTBUL. CucreMsl
IPEAYNIPERKACHUS BTOPKEHUN
4. O0pa3oBaTe/ibHbIE TEXHOJIOTHH
5 cemecTp
Ne |HammeHoBaHHe .
Buabl yueOnbix 3anaTuii |O0pa3zoBaTe/ibHbIe TEXHOJIOTUH
n/n |pasaesa
1 |2 3 4
1. |OOume Jlexmug 1.1 TpaguuMoHHAs C UCTIOJIB30BAHUEM
IIPEICTABIICHUS O Jlexuus 1.2 IIPE3EHTALNN
IPOrpaMMHO- TectupoBanue
anmnapaTHbIX
cpenctBax 3amuTel  |CamocTositensHas pabota |M3ydeHue MaTepuanoB JeKIUN
uHdopMaIu
2 |CpenctBa Jlekmus 2.1 TpaguuoHHas C UCMIOJIBL30BAHUEM
uACHTU(DUKAIINH U Jlexmus 2.2 Mpe3eHTalNI
ayTeHTU(UKALNU Jlexuus 2.3 TectupoBanue
JlaGoparopnas paboTa 1.
Brinonnenue 3amanus
CamocTosTenbHas paboTa
M3ydeHne MaTepuajoB JISKIIHMI
3 |(Pasrpanuuenue Jlexkuums 3.1 TpaauLMOHHAS C UCTIOIB30BAHUEM
JocTyna Jlexuus 3.2 pe3eHTalnn
3.1. uckpenmonnoe |Jlekius 3.3 TectupoBanue




pasrpaHuyeHue
JIOCTYTIa Jlaboparopnas padoTa2.
3.2. IlonHoMO4YHOE Brinonnenue 3ananus
pasrpaHuyeHue CamocTosTenbHas paboTa
JocTyna N3yueHne MaTepuanoB JIEKIIUN
4  |Peructpauus Jlexuus 4.1 TpanuuyoHHasI ¢ HCIIOIB30BAHUEM
COOBITUI Jlexuug 4.2 Mpe3eHTalUM
0€30MacHOCTH Jlexuus 4.3 TectupoBaHue
Jlaboparopnas paboTta3.
BrinonHenue 3aganus
CamocTosiTenbHas padboTa
H3yyeHne MaTepraaoB JICKIUH
5 |Kontpons Jlexusa 5.1 TpanuuyoHHAs ¢ HCIIOIB30BAHUEM
[IEJIOCTHOCTH Jlexug 5.2 MpEe3CHTAIHI
Jlexuus 5.3 TectupoBaHnue
Jlaboparopuas padota4.
Beinonnenue 3aganus
CamocTosTenbHas paboTa
M3ydeHne MaTepuajoB JISKINH
6 cemecTp
Ne HaummeHoBaHue .
Buabl yueonbix 3anatuii  |O0pa3oBaTesibHbIE TEXHOJIOTUH
n/n |pas3aeia
1 |2 3 4
1. Jlexmms 1 TpaguuroHHAas JEKLIHS C
[Ipeamer u 3agauu WCIIOJIb30BAaHUEM NPE3EHTAINI
IPOrPaMMHO- TectupoBanue
anmapatHoil 3ammThl|CamocTosTeNnbHas paboTa
uHpOpMaIUU [ToaroroBka K 3aHITHSIM C
ucnosb3zoBanueM ObC
2 |Ynanéuneie ceteBbie |Jlexuus 2 TpaguuroHHas JEKIHS C

aTaKn

Jlaboparopnas paboTa 1.

CamocrosiTenbHas padoTa

MCIIOJIb30BaHUEM NIPE3CHTALNN
TecTtupoBanue

3aHATHS C UCIOJIb30BaHHEM
CIICHUAIN3UPOBAHHOT'O I10

IToaroroBka K 3aHIATHIM C
ncnoiibzoBanmeM DbC

3 |MexcereBble SKpaHbI
U annapaTHbIe
KpUnTorpaduueckue
IITFO3bI

Jlexima 3.1.
Jlexuus 3.2.

Jlaboparopnas paboTa 2.

CaMocTosTenbHas pa60Ta

TpanuuMOHHAsA JEKIUS C
HCITOJIb30BAaHNUEM INIPE3ECHTALIUI
TectupoBanue

3aHATHS C UCMOJIb30BaHHEM
crienpanuzupoBanHoro [10 u
00opyaoBaHUs

IToaroroBka K 3aHATHSIM C
ncrojibzoanueM JbC

Bupryanuzanus u

Jleximsa 4.1

TpaauionHas JEKIHs ¢




YHYaCTHBIC CE€TH

CamocrosiTenpHas pabora

00opyI0BaHUs

oOJiauHbIe Jlexmus 4.2 WCIIOJIb30BAHUEM NIPE3CHTALUN
TEXHOJIOTHH. TectupoBanue
BupryansHbie Jlaboparopuas paboTa 3.

3aHsATHS C UCTIOJB30BaHUEM
cnenuanuzupoBanHoro [10 u

IToaroroBka K 3aHATHIM

5 CucreMnl Jleximga 5.1. TpaguuroHHas JEKLMS C
0OHapy>XeHUS U Jlexuus 5.2. WCIIOJIb30BAHUEM NTPE3CHTALUN
MPEIOTBPALICHHS TectupoBanue
BTOPKEHUI Jlaboparopnas pabdota 4.

CamocrosTensHas pa60Ta

000py1oBaHUS

3aHsATHS ¢ UCTIOB30BaHUEM
cnenuanuzupoBanHoro [10 u

IToaroroBka K 3aHATHIM C
ncnoiin3zosanueM ObC

5. OueHka IUIaHUPYEMBIX pPe3y/abTaTOB 00y4eHus!

5.1. CucreMa oneHUBaHUSA

5 cemecTp
dDopmMa KOHTPOJIA Makc. K0JM4ecTBO 0a/1710B
3a oany padorty Bceero
Texymuit KOHTPOJH (5 cemecTp):
— mecmuposarnue (memul 1-5) 4 6anna 20 6annos
— 1abopamopHule pabomwl (memul 2-3) 10 bannos 20 6annos
— 1abopamopuvie pabomul (memwl 4-5) 10 b6annos 20 6annos
[IpomexyTouHas aTTecTanus - 3a4eT 40 6annos
(3auem no bunemam)
HToro 3a cemecTp 100 6annos
6 cemecTp
®opMa KOHTPOJIS Makc. K0J1M4ecTBO 0AJJIOB
3a ogny padorty Bcero
Tekymuii KOHTpoJIb (6 cemecTp):
— mecmuposarue (memul 1-5) 4 6anna 20 6annos
— nabopamopusie pabomul (memvl 2-3) 10 6annos 20 6annos
— 1abopamopHule pabomwl (memol 4-5) 10 bannos 20 6annos
[IpoMexxkyTouHas arTecTanusa — 3K3aMeH 40 6annos
(oK3aMmen no bunemam)
HToro 3a cemecTp 100 bannos

[Tony4eHHbII COBOKYMHBIN pe3yIbTaT KOHBEPTUPYETCS B TPAAUIIMOHHYIO IIKATy OIICHOK U B

HIKaJy OLEHOK EBpONENCKON CUCTEMBI IEPEHOCA U HAKOILJIEHUS KPEIUTOB
(EuropeanCreditTransferSystem; ganee — ECTS) B COOTBETCTBUU ¢ TaOIUIICH:

100-6amipHas TpaonHas mxana [lIxana
HIKajga ECTS
95 -100 A

83 -94 OTIMHHO 3a4TECHO B
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68 — 82 XOPOIIO C
56 —67 D
50 55 YIOBJICTBOPUTEIIHEHO E
20 — 49 FX
0_19 HEYJIOBJICTBOPUTEILHO HE 3aUTEHO v

5.2. KpnTepml BbICTABJICHHUA OICHKHU IO JUCHUIIJIHHE

Banael/
HIxana
ECTS

Ouenka no
TUCHUILINHE

KpuTepnn OLICHKH pPe3yJbTaToOB oﬁyqemm Mo AMCUHMIIJINHE

100-83/
AB

OTJINYHO/
3a4TEHO

BricraBnsiercs: oOydaronieMycsi, €ClId OH TIIyOOKO ¥ ITPOYHO YCBOMJI TEOPETUUCCKHUN U
MPAKTHYECKUH MaTepHal, MOKET MPOJEMOHCTPHPOBATH ATO HA 3aHATUAX U B XOJI€
MIPOMEXKYTOYHOMN aTTECTAIHH.

OOyJatommiicst ICYEPIBIBAIONIE U JIOTHIESCKH CTPOHHO M3JIaraeT yueOHBIIH MaTepuan,
YMEET yBSI3bIBATh TEOPHIO C MPAKTUKOM, CIPABIISICTCS C PEIICHUEM 337124
podecCHOHANbHON HAPABICHHOCTH BHICOKOTO YPOBHSI CJIOKHOCTH, MPABUIIBHO
000CHOBBIBACT PUHSTHIE PELICHUSL.

CB00OOIHO OPUEHTUPYETCS B yueOHOM U MPO(eCCHOHATBLHOI JInTepaType.

OueHKa Mo AUCIMIUIMHE BBICTABIISIIOTCS 00y4aronieMycst ¢ y4éToM pe3ysIbTaToB
TeKylIeld ¥ IPOMEKXYTOYHOH aTTeCTalllu.

KomrmereHmmu, 3akperui€HHbIE 3a TUCIUILIMHON, c(hOPMHUPOBAHBI HA YPOBHE —
«BBICOKUNY.

82-68/

XOpoI1o/
3a4TEHO

BricraBnsiercs: oOyvaronieMycsi, €CJId OH 3HAaeT TEOPETUUECKUH 1 MPAKTHYECKUI
MaTrepual, FpaMOTHO U MO CYIIECTBY U3JIaraeT ero Ha 3aHATUSIX U B XOJI€
MIPOMEKYTOYHOM aTTeCTalluH, HE JAOIyCKasi CyLIIECTBEHHBIX HETOUHOCTEH.
OOy4atomuiics: IPaBIIIEHO MTPUMEHSIET TEOPETUICCKUE TTOIOKEHUS IIPH PEIICHUN
MPAKTUIECKUX 3a/1a4 PO ECCHOHATBHOI HANPaBICHHOCTH Pa3HOTO YPOBHS
CJI0)KHOCTH, BIIaIeeT HEOOXOAUMBIMU JIJIsl 3TOTO HABBIKAMH U IPUEMAMHU.
JIoCTaToOYHO XOPOIIIO OPUECHTHPYETCS B yUeOHOM 1 MPO(eCCHOHAITBHON JIUTEPATyPE.
OreHKa Mo JUCHUIUIMHE BBICTABIIIOTCA 00yJaromeMycs C y46TOM pe3ylbTaToB
TEKYLIEH U IPOMEXKYTOUYHOH aTTeCTalUU.

KomrmereH1uu, 3akperui€HHbIE 3a TUCIUILIHHON, c(hOPMHUPOBAHEI HA YPOBHE —
«XOPOIIUNY.

67-50/
D.E

yIIOBJIETBO-
puTenbHo/
3a4YTEHO

BricraBnsiercst oOyyaroneMycsi, €Clii OH 3HaeT Ha 0a30BOM YPOBHE TEOPETHUECKUI U
MIPaKTHYECKUI MaTepHal, IOITyCKaeT OTAEIbHBIC OIMOKH IPH ero U3JI0KEHNUH Ha
3aHATHUAX U B XOJI€ MPOMEKYTOUHON aTTECTALUU.

OOyuaronuiicst NCTIBITHIBACT ONpeeIEHHbBIE 3aTPyJHEH!SI B IPHMEHEHUH
TEOPETHUECKUX MOJ0KEHUH TPH PEIICHUHN NMPAKTUYECKHX 3a1a4 MpoecCHOHATBHON
HaINpaBIEHHOCTH CTAHIAPTHOTO YPOBHSI CIOKHOCTH, BIAJEET HEOOXOIUMBIMH ISt
3TOr0 6a30BBIMH HABBIKAMHU U IIPHEMAaMH.

JleMOHCTpHUPYET JOCTATOYHBIH YPOBEHb 3HAHUS Y4eOHOU JINTepaTyphl O JUCLMILIMHE.
OreHka Mo JUCHUIUIMHE BBICTABISIIOTCA 00yJaromeMycs C y46TOM pe3yIbTaToB
TEKYLIEH U IPOMEKYTOUHOH aTTeCTalUU.

Kommnereniyu, 3akperyiéHHbIC 3a TUCIUILTHHOM, COPMHUPOBAHBI HA YPOBHE —
«JIOCTaTOYHBIHY.

49-0/
F,FX

HEYJIOBJIEeT-
BOPUTEIBHO/
HE 3a4TEHO

BricraBnsiercst oOyyaromieMycsi, €Clii OH He 3HaeT Ha 06a30BOM ypOBHE TEOPETHYECKUI
U TIPaKTUYECKUI MaTepual, AOIycKaeT rpyOble OMMOKH MTPH €T0 M3JI0KEHNUH Ha
3aHATUAX U B XOJI€ IPOMEKYTOUHON aTTECTALUU.

OOyuaronuiicst HCTIBITHIBACT CEPhE3HBIC 3aTPYAHCHHUS B IPUMEHEHHN TEOPETHUECKUX
TIOJI0XKEHHUH TIPH PEIICHUH TPAKTUIECKHUX 3a/1a4d PO ecCHOHATIBHON HAIIPaBIEHHOCTH
CTaHAAPTHOTO YPOBHS CIOXKHOCTH, HE BIIAI€ET HEOOXOANMBIMH AJISI STOTO HaBBIKAMU H
npuémMamu.

JleMoHCTpHpYeET (hparMeHTapHbIC 3HAHNUS YIEOHOM TUTEPaTyPBI 10 JUCIUILUINHE.
OreHKa Mo JUCHHUIUIMHE BBICTABISIIOTCA 00yJaromeMycs C y46TOM pe3yIbTaToB
TEKYLIEH U IPOMEKYTOUYHOH aTTeCTalUU.

KomnereHIu Ha ypoBHE «JI0CTaTOYHBINY, 3aKpEIUIEHHBIC 32 TUCIUIUIMHON, He
chopMHpOBaHEL.




12

5.3. OneHo4Hble cpeacTBa (MaTepHAaJIbl) IJIsl TEKYLIEro KOHTPOJIS yCIeBaeMOCTH,
HpOMe)KyTO‘IHOﬁ arTrecragmum oﬁyqaloumxcn mo AMCIMIIJINHE

I[IpumMepHbIe KOHTPOJILHBIE BONPOCHI 15 3a4eTa

KoHTpoJibHBIE BOIPOCHI IIpoBepsiemble
KOMIIeTeHIIHHT
1. ba3oBble cepBUCHI 0€30ITACHOCTH. OIIK-10, OIIK-12
2. Ha3nayeHue ¥ MPUHIMI padOThl YTHINTHI «PeBusop 1». OIIK-10, OITK-12
3. HasnaueHue v MPUHIUI PabOThl YTUIUTHI «PeBu30p 2. OIIK-10; YK-2
4. Haznauenue u npunumn padotsl yruiautel DUKC. OIIK-10; YK-2
5. Unentuduxanmys, ayreHTU(GUKALUSA U YyIPaBICHNUE YUYETHBIMU OIIK-10
3anucsmu nonab3oBateneit B CYBJI Oracle.
6. Pasrpannucnue nocryna B CYBJI Oracle. OIIK-10, OIIK-12
7. ManpatHoe pasrpaandeHue gqoctyna B OracleLabelSecurity. OIIK-10, OITK-12
8. Cxema ayrenrudukanmu Hunxema-IIpenepa. OIIK-10, OIIK-12
9. Tlpotokoxn ayrenrudukanuu Kerberos. OIIK-10
10.Haznauenne u npunnumnsl padbotel Oracle Database Vault. OIIK-10; YK-2
11.JIuneiika npogykroB OKb CAIIP. OIIK-10.3
12.Ha3znauenue u QyHKIIMOHAIbHBIE BO3MOKHOCTH AM/I3 OIIK-10; YK-2
Axxkopz.
13. Tuner CK3U u ux GpyHKIIMOHAIHHOE Ha3HAUCHUE. OIIK-10; OIIK-12; YK-2
14.JIuneiika npoaykToB Ha peiHke C3U. OIIK-10; YK-2
15. Apxurektypa u cocraB C3U SecretNet. OIIK-10
16.Pasrpannuenue gocryna kK yctporicteam B SecretNet. OIIK-10; YK-2
17.IlonmHoMOYHOE ynpaBieHue nocTynomM B SecretNet. OIIK-10, OIIK-12
18.KonTposs nienoctHoctu B SecretNet. OIIK-10, OIIK-12
19.Konnenuus 3aMKHYTOM MTPOTPaMMHOM Cpebl, peanu3anus B OIIK-10
SecretNet.
20.CpencTBa aHaJIM3a U IOMCKa ysa3BuMocTed XSpider u OIIK-10; YK-2
MaxPatrol.
21. Apxurextypa u coctaB SafeNet. OIIK-10
22.CocraB u HazHauenne PCI Co6orb. OIIK-10
23.IlousTe «xonbua 3anmmTey OC. OIIK-10; YK-2
24. AnnapaTHbI€ TEXHOJIOTUH MOJIECPKKH BUPTyaTU3ALIH. OIIK-10
25.IIpuHIUTIBI JOMEHHOM 3aIIMTHI. OIIK-10
26.1lonsATre 1 0cOOEHHOCTH POJIEBOM MONIUTHUKH 0€30MaCHOCTH. OIIK-10; YK-2
27.TpaH3aKIIMOHHAS NaMTh U 3amuTa nHpopmarmu B Cymep- OIIK-10; YK-2
OBM.

IIpumepHbIe 3a1aHNUA 1J151 TECTUPOBAHUS

1. Ilesb10 321U THI HH(pOPMALMH SABJISIOTCH:

(12 ngzedomegzamenue VIMEYKU, UCKAINCEeHUA, Ympamaosl, 6ﬂ0KM;206dHM}l UIU HEe3dKOHHO020 mMupaxcupoearus
I/IHQEOQMCIQZ/IZ/L

0) BHEIpEHNE CTOPOHHUX MTPOTPAMMHBIX areHTOB.
B) MIPEJOTBPAIEHUE YTCHUS KYPHAIOB PETUCTPALIHH.

2. loBepeHHast 3arpy3ka — 3T0:
a) CEeTeBOE YCTPOMCTBO, MOAKIIOYAEMOE K MATEPUHCKOM TJIaTe KOMIBIOTEPA.
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0) 3aepy3Ka paznuyHbLX ONepayUOHHbIX CUcHieM MObKO C 3apanee OnpeoesieHHblX NOCHOAHHbIX
Hocumeneu (Hanpumep. MONbKO € JHCECMK020 OUCKA) Noclie VCHewH020 3a8epuieHus
CReyUaNbHbIX NPOUeOVD. NPOBEPKU YeNOCMHOCIU MEXHUYeCKUX U npoepammuslx cpedcme I1K (c
UCNONb308AHUEM  MEXAHUSMA  NOWId208020  KOHMPOJLA  YeI0CMHOCMU) U annapamHou
udenmupuxayuu / aymenmu@urayuu no1s306amens.

B) 3arpy3Ka OIEpalMOHHONM CHCTEMBbl C BHEIIHUX HE3apEeTUCTPUPOBAHHBIX HOCUTENeH 0e3
KOHTPOJIS LIETIOCTHOCTH 00pa3a oneparioHHON CUCTEMBI.

IIpumepHbIe BONPOCHI K IK3aMeHY

KonTpoJbHBIE BOPOCHI

IIpoBepsiemble
KOMIIETCHIIUH

1. llpenmMer W OO0BEKT 3alIMTHI POTPAMMHO-AINIApATHON
3anuThl. CBOMCTBA, BUABI HHGOPMAIIUH B €€ IICHHOCTb.

OIIK-10; OIIK-12; VK-2

Yreuka undopmanuu u €€ Buanl. KaHaubl yTeUKu.

OIIK-10; OIIK-12; VK-2

CeTeBoe U MEKCETEBOE BSaHMOﬂeﬁCTBHe.

OIIK-10; OIIK-12; VK-2

TTonutrka 6€30macHOCTH.

OIIK-10; OIIK-12; VK-2

BpCI[OHOCHBIC IIporpaMMabl. KOMHLIOTGDHLIC BUPYCHI.

OIIK-10; OIIK-12; VK-2

TpOSIHCKI/Ie KOHHU M CCTCBLIC YCPBHU.

OIIK-10; OIIK-12; VK-2

Bpenonocusie nporpaMmel. [1oTaiiHble XOObI X PYTKHUTHL.

OIIK-10; OIIK-12; VK-2

el Pl Rl Pl e 10

BpPEJOHOCHBIE TMPOTpaMMbl UIi MOOUJIBHBIX YCTPOMNCTB.
[Ipoune BpeIOHOCHBIE TPOTPAMMEBI.

OIIK-10; OIIK-12; VK-2

9. HaumeHoBaHHE  BHpPYCOB. OJIEMEHTEI
BPEAOHOCHOT'O IIPOrPpaMMHOI0 00ECIICUCHUS.

3alIUThI oT

OIIK-10; OIIK-12; VK-2

10. Texnonorus Black u Whitelisting.

OIIK-10; OIIK-12; VK-2

11.CereBbie aTaku. O000IMEHHBIN ClIEHAPUH aTaKHU.

OIIK-10; OIIK-12; VK-2

12. ATaku «0TKa3 B OOCTY)KUBAHUHY.

OIIK-10; OIIK-12; VK-2

13.Ataku Ha npotokonsl [P, ICMP, UDP, TCP. I'enepaTopsl
arak. Ataka K. MutHuka.

OIIK-10; OIIK-12; VK-2

14.Kimaccudukanuu yraJéHHBIX aTak.

OIIK-10; OIIK-12; VK-2

15. TexHOIOTHH MEKCETEBOT0 DIKPAHUPOBAHUS.

OIIK-10; OIIK-12; VK-2

16.Metob1 00X04a MEKCETEBBIX YKPAHOB.

OIIK-10; OIIK-12; VK-2

17.TpeGoBanus M TOKa3aTeNM 3alTUIIEHHOCTH MEXCETEBbIX
9KPaHOB.

OIIK-10; OIIK-12; YK-2

18. TecTupOBaHUE MEKCETEBBIX SKPAHOB.

OIIK-10; OIIK-12; YK-2

19.CyniHOCTh BUPTYAIU3aLHMKA U 00JIAYHBIX TEXHOJOTHIA.

OIIK-10; OIIK-12; VK-2

20. TynanenupoBanue. IIporokonsl VPN kaHaJIbHOTO YPOBHS.

OIIK-10; OIIK-12; VK-2

21.IIporokon IPSec.

OIIK-10; OIIK-12; VK-2

22.I1poTokon obmeHa WHTEPHET-KII0UYaMH. ITpumep | OIIK-10; OIIK-12; YK-2
npuMeHeHus nporokoia IKE.

23.1Ipotokon  ayrteHTudukanuu  3arojoBka.  IIporokon | OIIK-10; OIIK-12; YK-2
0e30MacHOil ~ MHKANCyJSIIUM  COAEPKMMOIO  IaKeTa.

CoBMecTHOE HcnoJib30BaHue mpoTokosoB ESP u AH.

24.0OcHoBHBIE TUIBI 3amUIIEHHBIX CBs3eil. [IpoTtokonsr VPN
TPAHCIOPTHOI'O YPOBHSI.

OIIK-10; OIIK-12; YK-2

25. KpunTonuito3sl.

OIIK-10; OIIK-12; VK-2

26.Uudpactpykrypa PKI

OIIK-10; OIIK-12; VK-2

27.Mopaenu cucteM 0OHAPYKECHHS BTOPKCHHUM.

OIIK-10; OIIK-12; YK-2

28.Knaccudukanus cHcTeM 00HAPYKEHHUS BTOPKCHHUH.

OIIK-10; OIIK-12; VK-2

29.00HapyXeHre CUTHATYp U 0OHApYKCHHE aHOMAJIUH.

OIIK-10; OIIK-12; VK-2

30.Cucrema oOHapyKEHHUsI BTOP)KEHUN Snort.

OIIK-10; OIIK-12; VK-2
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31.Meronet DataMining. Metoasl texHomoruu MooOminbHBIX | OITK-10; OITK-12; YK-2
areHTOB M IMOCTPOCHMSI HMMYHHBIX CUCTEM.

32.Meronst  DataMining.  Ilpumenenune  renermueckux | OIIK-10; OIIK-12; YK-2
aJITOPUTMOB 1 HEMPOHHBIX CETEH.

33.Meronbl oOHapykeHUsT BTOopxkeHHH Ha ocHoBe anamm3a | OINK-10; OITK-12; YK-2
3alMINEHHOCTH, aHajK3a [EJIOCTHOCTH. BcromMoraTenbHble
cpeacTBa OOHAPYIKEHHUS.

34.MeTtob1 00X0/1a CUCTEM OOHAPYKCHHSI BTOPYKCHHUH. OIIK-10; OIIK-12; YK-2
35.TectupoBanue cucTeM OOHAPYKEHHUsSI BTOPYKCHHI. OIIK-10; OIIK-12; YK-2
36. CucTeMbl IpeAYIPEKACHUS BTOPKESHHI OIIK-10; OIIK-12; YK-2

IIpumepHbIe 3aJaHus 1JI51 TECTUPOBAHUS

1. IIporoxkoa IPSec padoTaer Ha kakoM ypoBHe Moaean OSI:
a) Ha cemegom ypogHe.

0) HA KaHAJILHOM yYPOBHE.

B) Ha (PM3MUECKOM YPOBHE.

2. PyTkut — 3710:

a) KOMITBIOTEPHBIA BHPYC.

0) _HAOOp  NpocpamMMHblX __cpedcme __(Hanpumep, UCHOIHAeMbIX _ (Dailios,  CKPUnmos,
Kongueypayuonnvix (painos), obecneyusarouiux. MAackuposKy o00vekmos (npoyeccos. Gainos,
Kamano208, 0paueepos); ynpasieHue (CoObImusIMuy, nPOUCXo0sumumu 6 cucmeme); coop OanHblx

(napamvempoe cucmeMblz.

B) PEKIIaMHOE TIPOrPaMMHOE 00ecTIeueHHe

6. YueOHO-MeTOAMUYECKOE M HH(POPMALMOHHOE 0O0ecnevyeHHne TUCHUILINHBI

6.1. CiuCcOK HCTOYHUKOB H JINTEPATYypPbl
HcTtounnku
OCHOBHBIE
1. ®enepanbhbiil 3akoH oT 27 utons 2006 r. Ne 149-03 «O6 undopmanuu, nHOOPMALTMOHHBIX

TEXHOJIOTHSIX M O 3aluTe HHpopMamum». [DIeKTpoHHBIA pecypc] : Pexum pocryna :
http://www.consultant.ru/document/cons_doc LAW_ 61798/, cBoboaHbIi. — 3ari. ¢ 3kpaHa.
2. ®enepanbublid 3akoH OoT 27 wuronsg 2006r. Ne 152-®3 «O nepcoHanbHBIX JTaHHBIX)
[DJIeKTpOHHBII pecypc] : Pexum JIOCTyIa
http://www.consultant.ru/document/cons_doc LAW_ 61801/, cBoboanbIi. — 3ari. ¢ 3kpaHa.
3. ®enepanbubiii 3akoH ot 6 ampens 2011 1. Ne 63-03 «OO 3/eKTPOHHON TOATIHCH.
[DneKTpOHHBIH pecypc] : Pexnm JIOCTyTIa
http://www.consultant.ru/document/cons_doc LAW 112701/, cBoboaHbI#. — 3ari. ¢ 9KpaHa.
4. ®enepanbHbiil 3akoH oT 27 nexadps 2002 r. No 184-D3 «O TeXHUYECKOM PETYITUPOBAHHI
[DneKTpOHHBIN pecypc] : Pexum JIoCTyna :
http://www.consultant.ru/document/cons doc LAW 40241/, cBo60aHbIi. — 3ari. ¢ 3KpaHa..

Jluteparypa
OCHOBHasl

1. Xopes, I1. b. [Iporpammuo-annaparHas 3amuTa uHpopmanuu : yueonoe nocooue / I1.b.
XopeB. — 3-e um3a., uchp. u jgon. — MockBa : UHOPA-M, 2022. — 327 c¢. — (Bsicuiee
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obpazoBanue: bakanaspuar). — DOI 10.12737/1035570. - ISBN 978-5-16-015471-8. - Tekcr :
anekTpoHHbIl. — URL: https://znanium.com/catalog/product/1865598. — Pexxum nocrtymna: mo
TIOJTTTHICKE.

2. Kazapun, O. B. IlporpammHo-annapaTHble CpeicTBa 3allUThl MHPOpMAIMH. 3aluTa
MporpaMMHOTo oOecnedyeHus : y4eOHuUK M mnpakTtukyMm aius By3oB / O. B. Kazapun, A. C.
3a6a0ypuH. — Mocksa : M3natensctBo FOpaiit, 2025. — 312 c. — (Bricmiee oOpa3oBanue). —
ISBN 978-5-9916-9043-0. — Tekct : anektpoHHbIi // OOpa3oBarensHas miatdopma FOpait
[caiiT]. — URL: https://urait.ru/bcode/562070.

3. Mapmaxkos, /1. B. I[IporpammHo-anmnapaTHble CpeICTBa 3aIIUTHI HHPOPMALIUK : yueOHOe
noco6wue / JI. B. Mapmakos, /I. B. ®atxu. — PocroB-na-/lony : Jouckoii ['TY, 2021. — 228 c.
— ISBN 978-5-7890-1878-1. — Texkcrt : snmeKkTpoHHBIN / JlaHb : 3MEKTPOHHO-OMONIMOTEYHAS
cuctema. — URL: https://e.lanbook.com/book/237770. — Pexum poctyna: s aBTOPUS3.

M0JIb30BaTENEH.
4. bytun, A. A. IIporpaMMHoO-anmapaTHbIe CPEJICTBa 3aIIUTHl MHPOPMAIMH : y4yeOHOE
nocobue / A. A. byrun, H. U. I'myxos, C. 1. HockoB. — 2-¢ u3x., nepepad. u gom. — MpKyTCK :

HUpIl'VIIC, 2022. — 92 c.— Texkct : anmekTpoHHsblil / JlaHb : 31eKTPOHHO-OMOIMOTEUHAsS
cuctema. — URL: https://e.lanbook.com/book/342113. — Pexxum noctyma: sl aBTOPHS3.
T0JIb30BaTEJICH.

JomnonauTenpHas

5. NmeitnoB, B. . OpranuzanuoHHoe W TeXHUYECKOe obecrieueHue MH(OpMAIMOHHON
Oe3omacHOCTH. 3anuTa KoHPUACHInaIbHOU nHpopMarmn : yaeOHoe nocooue / B.S. NieiiHoB,
M.B. Menatyuss. — Mocksa : UHOPA-M, 2024. — 256 c. — (Bricmee obpa3zoBaHue:
Cneuunanurer). - ISBN  978-5-16-016535-6. - Tekcr : oanekrponsbii. - URL:
https://znanium.ru/catalog/product/2139841. — Pexxum ocTyma: mo mojamnucke.

6. I'pummnaa, H. B. OcHOBBI MHpOpMAIMOHHON O€30MAaCHOCTH MPEANPUITHS : ydeOHOE
nocobue / H.B. I'pummaa. — Mocksa : UHOPA-M, 2025. — 216 c. — (Beicuiee o6pa3oBanue:
Cneuunanurer). - ISBN  978-5-16-016534-9. - Tekcr : onekrponnbii. - URL:
https://znanium.ru/catalog/product/2206781. — Pexxum noctyma: 1o HOAMHUCKE.

7. Wanerun, B. ®©. KommiekcHas 3amuTta MHGOPMAIMH B KOPIIOPATHUBHBIX CHUCTEMaX :
yuebHoe nocobue / B.®. Illanprua. — MockBa : ®OPYM : UHOPA-M, 2022. — 592 c. —
(Breicmiee obpaszoBanue: bakamaBpuar). - ISBN 978-5-8199-0730-6. - TekcT : 31€KTpOHHBIN. -
URL.: https://znanium.com/catalog/product/1843022. — Pexxum gocTyra: 1Mo MOoJIIMHCKe.

6.2. Ilepeuenn pecypcoB MHGOPMALHMOHHO-TEJIeKOMMYHUKALIMOHHOM ceTH
«HuTepHeT».

1. Odpuunanshsiii caiit ®CTOK P® [DnextponHslil pecypce] : Pexum
nocryma: http://www.fstec.ru/, cBOOOTHBIN. — 3arJ1. ¢ YKpaHa.

2. Caiit komnanuu OKbB CAIIP [OnektponHslil pecypce] : Pesxxum nocrymna:

http://www.okbsapr.ru/, cBoOOHBII. — 3ari. ¢ 3KpaHa.

HanmonanwsHas snexktponnas 6ubnanoreka (HOb) www.rusneb.ru

ELibrary.ru Hay4nas snexktponHast 6nbiamorexka www.elibrary.ru

5. DnexkrponHas 6ubanoreka Grebennikon.ru www.grebennikon.ru

W

6.3 IIpogeccnonaibHbie 02361 JAHHBIX U MHPOPMAIHOHHO-CIIPABOYHBIE CHCTEMbI


https://znanium.com/catalog/product/1865598
https://urait.ru/bcode/562070
https://e.lanbook.com/book/237770
https://e.lanbook.com/book/342113
https://znanium.com/catalog/product/1843022
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Joctyn k mpodeccruoHanbHbIM 0a3aM naHHBIX: https:/liber.rsuh.ru/ru/bases

WHndopmanoHHbIe CIIPAaBOYHbIE CUCTEMBI:
1. Koncynsrant Ilnroc
2. Tapanr

7. MaTepuajibHO-TeXHUYECKOe o0ecnedeHne I CHUIIUHbI

I[J'IH OGGCHG‘ICHI/IH JUCHUITIINHBI HCTIOJIB3YCTCHA MaTCpUaJIbHO-TCXHUYCCKAA 6333
00pa30BaTENLHOTO YUPEKICHUS:

1) JUISL JIEKUMOHHBIX 3aHATHH - ydeOHas ayauTOpHsi, J0CKa, KOMIIBIOTEP WU
HOYTOYK, TIPOEKTOp (CTalMOHApPHBIA WJIM TEPEHOCHOW) UIs JEMOHCTpAIMH Y4eOHBIX
MaTepHaoB.

CocTtaB mporpaMMHOTO 00eCTICUCHUS:

1. Windows
2. MicrosoftOffice
3. Kaspersky Endpoint Security

2) nist 1abopaTOPHBIX 3aHATUN — KOMIIBIOTEPHBIHN KJIaCC WM J1JA00paToOpHsl, TI0CKa, TPOCKTOP
(craroOHapHBI MM TEPEHOCHOM), KOMIIBIOTEp WM HOYTOYK JJs HpenojaBaTeds,
KOMITBIOTEPHI JIJIs1 00y IarOIIIXCSI.

CocTaB nmporpaMMHOT0 00€CIICUCHHS:
Windows

Microsoft Office

Kaspersky Endpoint Security
Mozilla Firefox
MicrosoftSharePoint 2010
SecretNetStudio 8.4

Dallas Lock 8.0

Vmware Player 15.5 + I'ocreBas OC CentOS 7
. Open VPN

10. Wireshark 3.0

11. Snort

12. HaGopMD:

Avast firewall

Avira firewall

Comodo firewall

DrWeb Security suite
Zone Alarm firewall
OutPost firewall
McAffeTotalSecurity
Avg-internet-security

DO NG AW


https://liber.rsuh.ru/ru/bases
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8. Obecneyenue 00pa3oBaTeIbLHOIO Mpoecca s JUL ¢ OTPAHUYEHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI

B xoze peanuzanuu AUCIUTUTAHBI UCTIOJIB3YIOTCS CIIETYIOIINE TOTIOIHUTEbHBIE
METOAbl OOYyYeHHUs, TEKYyIIEro KOHTPOJIi YCHEBAa€MOCTH M IPOMEXYTOYHOH aTTecTaluu
00yYaromuxcs B 3aBUCUMOCTH OT WX WHAMBHIYaJIbHBIX 0COOCHHOCTEH:

® 71 CIeNbIX U cIa00oBUIALIINX:

— JIEKUUH OQOPMIISIOTCS B BHUJE DSJEKTPOHHOTO IOKYMEHTA, JOCTYITHOTO C MOMOIIBIO
KOMITbIOTEPA CO CHEIMATN3UPOBAHHBIM ITPOrPAaMMHBIM 00€CIIEUeHUEM;

— MUCbMEHHBIE 33/1aHUSl  BBIMOJIHAIOTCS Ha KOMIIBIOTEPE CO  CIEHUAIU3UPOBAHHBIM
IPOrpaMMHBIM 00€CTIeYeHHEM, JIU MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— o0ecnieunBaeTCs MHANBUAYAIBHOE paBHOMEPHOE ocBenieHne He meHee 300 rokc;

— JUIsl BBIMOJIHEHUS 3a/laHusl TNPU  HEOOXOAMMOCTH IPEAOCTaBISECTCA YyBEIUYMBAIOLIEe
YCTPOHCTBO; BO3MOXHO TAK)K€ MCIIOJIb30BaHHE COOCTBEHHBIX YBEIMUUBAIOIINX YCTPOUCTB;

— MUCbMEHHBIE 3a/1aHUsI 0POPMIIAIOTCS YBEIMUEHHBIM LIPU(TOM;

—9K3aMEH U 3a4€T MPOBOJATCS B YCTHOM (hopMe MM BBIOJHSIOTCS B MHUCBMEHHON (Qopme
Ha KOMIIbIOTEpE.

® IS TIyXHX U CIa00CBIIIAIINX:

—JeKuun Oo(QOpMIISIIOTCA B BHUJE UIEKTPOHHOI'O JOKYMEHTa, JHMOO0 MperocTaBisieTcs
3BYKOYCWJIMBAIOIIAs armapaTypa WHANBUIYATbHOTO MOJIb30BAHMS,

— MUCbMEHHBIE 3aJIaHMsI BBIIOIHAIOTCS Ha KOMIIBIOTEPE B MUCBMEHHOM (hopMe;

—9K3aMEeH M 3auéT NPOBOJATCS B MUCHBMEHHOW (OpME Ha KOMIBIOTEpE; BO3MOXKHO
npoBesieHue B (hOpMe TECTUPOBAHUS.

® IS UL ¢ HAPYIICHUSMHU OTIOPHO-ABUTaTEeILHOTO arnmapara:

— JIEKUUU O(QOPMIISIOTCS B BHUJE D3JEKTPOHHOIO JOKYMEHTA, JOCTYIHOTO C IOMOILBIO
KOMITBIOTEpA CO CHEIMATN3UPOBAHHBIM ITPOrPAMMHBIM 00eCTIeUeHUEM;

— IUCbMEHHBIE 33/1aHUSl  BBINOJIHAIOTCS HA KOMIIBIOTEPE CO  CHELUAIN3UPOBAHHBIM
MPOrPaMMHBIM 00€CTICUeHUEM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOM ()OpME MIIM BBIIOJIHIIOTCS B MUCBMEHHOH Qopme
Ha KOMIIbIOTEpE.

IIpy HEOOXOOUMOCTH NpEeIyCMaTpUBAECTCAd YBEIMYEHHE BPEMEHHU [Ull MOATOTOBKU
OTBETA.

ITIponienypa  mpoBeAeHHs ~ NPOMEXKYTOUHOM  arTecTalud Uil OOydYaromuxcs
YCTAHABIMBACTCS C Y4YETOM HMX HMHIMBUAYAIBHBIX TCHUXO(U3UYECKHMX OCOOEHHOCTEH.
[TpomeskyTouHas aTTecTalus MOXKET IPOBOJUTHCS B HECKOJIBKO 3TAIIOB.

[Tpu npoBeneHUU MPOLEAYPhl OLEHUBAHUS PE3YJIbTaTOB O0yUeHHs MpeaycMaTpHUBaeTCs
UCIIOJIb30BAaHUE TEXHUYECKUX CPEICTB, HEOOXOAMMBIX B CBS3M C HWHIMBUAYAJIbHBIMU
0COOEHHOCTSIMH O00y4YaroIuxcsa. DTH CPEJCTBA MOTYT OBITh HPEJOCTaBIIEHBl YHHUBEPCHUTETOM,
WJIN MOTYT MCIIOJIb30BaThCs COOCTBEHHbIE TEXHUUECKUE CPE/ICTBA.

[IpoBeneHne mpouenypsl OLIGHUBAHHMS  pe3yJdbTaTOB  OOY4YeHHs  JOIMYCKAETCs C
UCIIOJIb30BAaHUEM JUCTAHIIMOHHBIX 00Pa30BaTENIbHBIX TEXHOIOTUH.

ObecneunBaeTcst 1OCTYN K MH(POPMALMOHHBIM M OuOIMorpaduyeckuM pecypcaMm B CETH
WutepHer mia kaxiaoro oOydaromierocs B (opMmax, aJalTHPOBAHHBIX K OIPAaHUYEHHUSM HX
3JI0pOBbSI U BOCIIPUATHUS HHPOPMALIUH:

® I CcIeNbIX U cIa0oBUIALINX:

— B I1€4aTHOM (hopMe YBEIMYEHHBIM HIPUPTOM;

— B (popMe PIIEKTPOHHOT'O IOKYMEHTA;

— B opme ayauodaiina.

® I MIIyXHX U CJIA0OCIIbILIAIINX:

— B I1e4aTHOM (hopme;

— B (popMe PIIEKTPOHHOTO JIOKYMEHTA.

® 115 00YyYAOLIMXCS C HAPYIIEHUSIMH OTIOPHO-/IBUTATEJILHOTO anmapara:
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— B Ie4aTHOH (hopme;
— B hopMe JIEKTPOHHOTO IOKYMEHTA;
— B opme ayaunodaiina.

VY4eOHble ayAUTOpUHU JUIS BCEX BUJAOB KOHTAaKTHOM M CaMOCTOSITENIbHOM paboThl, HayyHas
O6ubIMOTEeKa M MHbIE MOMEIICHUs sl 0Oy4eHHUS OCHAIIEHBI CIEeUaTIbHBIM O00OPYJOBaHUEM U
y4eOHBIMU MECTaMH C TEXHUYECKUMHU CPEJICTBAMU O0yUEHUSI:

® I CIENbIX U cIa0oBUIAIINX:

— YCTpPOHCTBOM 715l cKaHUpoBaHus 1 uteHus ¢ kamepoit SARA CE;

— nuciuieem bpaiing PAC Mate 20;

— npunTtepoM bpaitng EmBrailleViewPlus;

® I TIIyXUX U CIAOOCIIbIIIAIINX:

— aBTOMATU3UPOBAaHHBIM pPA0OYMM MECTOM [UIsl JIIOJeHd C HapylleHHeM cliyXa u
¢71a00CIIBIIIAIINX;

— aKyCTHYECKUN YCUITUTEIb U KOJIOHKU;

® 1715 00YyYaOLIMXCS C HApYIIEHUSIMH OTIOPHO-/IBUTATEJILHOTO anmapara:
— HepeBUKHBIMU, PErYIUPYyEMbIMU dproHomudeckumu napramu CU-1;
— KOMITBIOTEPHOM TEXHUKOM CO CHEHMaIbHBIM IPOrPAMMHBIM 00€CIICUEHUEM.

9. MeToau4eckne MaTepuaJibl

9.1. Ili1anbl 1a00pPaTOPHBIX 3AHATHH

Tembl y4eOHON IUCHMIUIMHBI IPEIyCMaTPUBAIOT TPOBEACHHE JIA0OPATOPHBIX pabdoT,
KOTOpBIE CIY’KaT KakK LEeIsAM TEKYyIIero M MPOMEXYTOYHOIO KOHTPOJS 3a IMOATOTOBKOM
CTYJEHTOB, TaK U LEJIAM HOJyUYEHUS MPAKTUYECKUX HABBIKOB IPUMEHEHMSI METOJI0B BBIPAOOTKU
pelIeHN, 3aKperyieHUs] M3yYeHHOTO MaTepuana, pa3BUTHUS YMEHUM, MpPUOOpPETeHHs OIbITa
peleHsi KOHKPETHBIX MPOoOJIeM, BEIEHHS JUCKYCCHH, apryMEHTAllMU M 3alIUThl BHIOPAHHOTO
peuieHusl.

Lenbto mabopaTopHbIX paboOT SBISETCA 3aKpeIUICHHE TEOPETUYECKOr0 MaTepuaia H
npuoOpeTeHre MNPAKTUYECKUX HABBIKOB HCIIOJIB30BAaHUS METOJIOB NPUMEHEHHUs MaKeTOB
KOMITBIOTEPHOH MaTeMaTHKH B TNPO(EeCCHOHAIBHOW NEATeNIbHOCTH, MPUMEHSTh HABBIKU IS
OpUHATHA HaumOosee 3(PPEKTUBHBIX PELICHUN B YCIOBHSIX OBICTPO MEHSIOLIEHCS peabHOCTH,
JUIs1 OBICTPOH alanTallii K U3MEHSIOIUMCS YCIIOBHSIM J€SITEIbHOCTH.

Temaruka 1abopaTopHbIX pabOT COOTBETCTBYET IIpOrpaMMme Kypca.

5 cemecTp
JlaGopatopnas padora 1 (8 4.). OcHOBHBIE cepBHCHI 0€30MIACHOCTH

Llenv pabomul. IoNy4eHNE TPAKTUUECKUX HABBIKOB O CEpBUCAX 0€30MaCHOCTH COBPEMEHHBIX
IPOAYKTOB.

Vkazanus no evinonnenuro 3adanus; 0OpaTUTh BHUMaHUE Ha 6a30Bble MEXaHU3MBbI peaan3aluu
3aIUTHI.

Buvinonnenue 3a0anus:

B xoze mpakTudeckoil paboThl CTYAEHTHI 3HAKOMSITCS C OCHOBHBIMHU TOJIX0JIaMH B 00JaCTH
peanu3ainuu CepBUCOB 0E301TaCHOCTH OMEepalMOHHOM cucTeM Ha mpumepe CentOS 7.
Koumponvnvie onpochwi:

1. [TonsiTHe cepBUC OE30MACHOCTH.

2. ApXUTEKTypa peann3alnuu CEpBUCOB O€30MacCHOCTH.

3. OYHKIMOHATLHOCTH CEPBUCOB O€30MaCHOCTH.

JlaGopatopnas padora 2 (8 u.). CpencrBa ayrentupuxanuu u uaeHtupukanuu [NAC3U
3ammThl oT HCJ{
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L]env pabomul. IOTyYeHHE TPAKTUYECKUX HABBIKOB B Pa3pabOTKe M IKCILUTyaTallud CPEJICTB
ayTeHTU(UKAIMN ¥ UICHTU(PUKAIIAH.

Vkazanus no evinonnenuro 3a0anus; 00paTUTh BHUIMAaHUE HA PUKJIaJHbIE 001aCTH IPUMEHEHUS
CPEJICTB 3alUTHl IPOTPAMMHOT0 00eCIIeUeHHUS.

Buinonnenue 3adanusi:

B xone npakTrueckoit paboThl CTYyA€HTHI 3HAKOMSITCS C IITATHBIMU CPEACTBAMHU
ayTeHTU(UKALUU U UACHTUDHUKAIIH.

KonmponvHule onpocbr:

1. OyHKIMUXEMIMPOBAHUS TApOJIEH.

2. [MonuTuku 6e30MacHOCTH U X peanu3anus B coBpeMeHHbIX OC.

3. Mexanu3mbl uaeHtudukanuu nons3oBateneil B [TAC3U SecretNetStudio.

4. Unentudukanus nonszoBareneit B [ITAC3U DallasLock.

Jlaboparopnasi pa6ora 3 (8 4.). Perucrpanusi codobiTuii 6e3onacunoctu ITAC3U 3amurthl ot
HCI

Llenv pabomul: oMTyYeHNE NPAKTUYECKUX HABBIKOB B IPOBEACHUH ayAUTa U PETUCTPALUN
cobsrtuii Ub.

Vkazanus no evinonnenuro 3a0anus; 00paTUTh BHUMaHUE Ha 00513aTeNIbHOCT TpeboBaHuii PJI
OCTIK Poccun «3amura 0T HECaHKIMOHUPOBAHHOIO J0CTyna K uHpopmanuu. Yacts 1.
[Iporpammuoe obecnieueHue cpecTB 3amuTsl HHGopmarun. Knaccudukanus no ypoBHio
KOHTPOJIS HEJIEKIapUPOBAHHBIX BO3MOKHOCTEM.

Buinonnenue 3aoanus:

B xone npaktuueckoil paboThl MPOBOJUTCS ayAUT U aHAIU3UPYIOTCs coObiTust Ub Ha npeamer
yTpo3.

Konmponvnvie éonpocwi:

1. ITonsiTie ayiuT 6€30MacHOCTH

2. Knaccudukarnus coosituit Ub Ha npeamet yrpos.

3. CocTaBiieHHE OTUETA O IPOBEICHHOMN ayUTE.

4. Pabora c xxypHanamu 6e3onacHoctr. Hactpoiika ayaura B [IAC3U DallasLock u
SecretNetStudio.

JlabopaTopHas padora 4 (8 4.). Cpeacrsa koHTpoJs neaoctHoctu ITA3CH 3ammTsl o1
HCJ

Llenv pabomul. IONy4eHNE TPAKTUUECKUX HABBIKOB B UCCJIEI0BAHUU CPEICTB KOHTPOJIS
LEJIOCTHOCTH.

Vkazanus no evinonnenuro 3adanus; 00OpaTUTh BHUIMaHUE HA COBPEMEHHBIE TPOIPAMMHO-
anmnapaTHbIe CPeICTBAa KOHTPOJIS LIEJIOCTHOCTH.

Buvinonnenue 3a0anus:

B xone npakTrueckoit paboThl CTYyA€HTHI MPUOOPETAIOT HABBIKU PAOOTHI CO CPEICTBAMU
rapaHTUPOBAHHOTO YIAJICHUsT HHPOPMAITUH, 3HAKOMSTCS ¢ IPUHIIMIIAMHA KOHTPOJISI IIETIOCTHOCTH
I10.

Koumponvnvie onpocswi:

1.CpenctBa 1OBEpEHHOM 3arpy3KHu.

2. Ilonstue BIOSu mexanu3msbl kKouTpoiisa nesoctHoctr OC Ha 3Tarne 3arpy3Ku.

3. [Ipumeps! nonynsipHbIX Ha pbiHKE pemieHuit [10 mo KOHTPOITO EeT0CTHOCTH.

6 cemecTp

JlaGopatopnas padora 1 (4 u.). UccienoBanue tpadduka ¢ nomouibio cuuddepa
3amanus:
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1. ITpoananusupoBaTh BO3MOKHBIE yrpo3sl U aTaku Ha AVC opranuzanuu.
2. Uzyuenue tpadduka c nomompio WireShark.

VYka3aHusl 110 BBIOJIHEHUIO 3a/1aHUN:

1. 3yunTh TeOpeTHUECKUI MaTEPHUAII 110 TEME.

2. OTBETUTH HAa TEOPETUYECKHE BOMPOCH B KOHIIE J1a00paTOpHOM paboThI

JlabopaTropHnasi padora 2 (4 4.). UccienoBanue MeTo10B ceTeBOi GUIbTpalium HA IpuMepe
HaGopa mexceTeBbIX 3kpaHoB OC Windows

3agaHus:

1. Hactpoiika u koHpurypupoanue MexcereBoro skpatna st OC Windows.

2. Co3naHne AeMUINTapU30BAHHOMN 30HBI.

3. TectupoBaHue PyHKIIMOHAIBHOCTH.

VYka3aHus 110 BBIOJHEHUIO 3a/laHU:

1. M3y4nTh TEOPUTHUECKNI MaTepHUal 110 TEME.

2. OTBETUTH Ha TEOPUTUYECKHE BOMPOCHI B KOHIIE Ja00paTOpHOil paboThI

3. OdopMuts O0TYET MO TabOpaTOPHOI padoTe.

JlabopaTropnasi padora 3 (4 4.). UcciaenoBanue 3amumensoctu OC Linux Ha npumepe

iptables

3agaHus:

1. Hactpouts 6e3onacHoe B3anmojeiicTBue 1Byx [P-cerel Mmexmy coboii yepes ceTh 00IIero
nosb3oBanus (MHTepHeT), cpenctBamu nporpammuoro npoaykra OpenVPN.

2. Co3natp KIHOYU U cepTU(UKATHI 6€3011aCHOCTH.

3. Hactpouth koHurypaunonusiii ¢paitn VPN-kinueHra.

4. Hactpouts iptables. IIpoBepuTh npruMeHeHNe MPpaBUi PUIbTPALIH.

Yka3aHwus 1o BEITIOTHEHHUIO 3aJaHUH:

1. M3y4uTh TEOpETUUECKHUI1 MaTeprall 10 TEME.

2. OTBETUTH Ha TEOPETUYECKUE BOMPOCHI B KOHIIE JaOOPaTOpHOIl pabOThI

3. Odopmuth 0TUET N0 JTabOpaTOpHO padoTe.

JlabopaTopHas padora 4 (4 4.). CpeacTBo 00HAapyKeHUsI BTOPKeHUs Snort
3agaHus:

1. YcraHOBUTB cucTeMy OOHApY>KeHHs BTOpKEHUH Snort

2. Hactpouts Snort moj 3aa4i OpraHu3aiium.

YkazaHus 10 BBIOJHEHUIO 3aJaHUM:

1. U3yunth TeopeTndeckuii MaTepuai no TemMe.

2. OTBeTUTh HAa TEOPETUUYECKHE BONIPOCH B KOHIIE J1a00PaTOpHOM paboThI

3. Odopmuts oTUET MO TabOpaTOpHOM padoTe.
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IIpuiaoxenne 1.
AHHOTauus padoyeii MporpaMMbl JUCUMILTHHBI

AHHOTAIIAA PABOUYEM ITPOT'PAMMBI JIUCIIUILINHBI

HeJ’IB AUCHUIUIMHBL: Pa3BUTh Yy cnymaTeneﬁ nmoaxoJa K PpCeHICHUIO TEXHUYCCKUX 3aJdad
IpOrpaMMHO-aNapaTHOM 3aIUThl HHPOpPMaIUH.

3amayn: W3y4eHHE OCHOB IOCTPOEHMSI MOACHCTEM MH(GOPMALMOHHON 0€30MacHOCTH, OCBOEHUE
OPUHIMUIIOB MCIOJIB30BaHUA IPOTPAMMHO-ANMApaTHbIX CPEACTB  3allUThl  MH(OpMAIHH,
BI)Ipa6OTKa YMeHI/If/'I IMPOBEACHM OLICHKH 3allIUIIICHHOCTHU I/IHC];)OpMaHI/IOHHBIX CHCTEM.

B pesynbrare 0OCBOCHUS IUCIUILTIHBI 00YYArONIUICS JOKEH:

3HaTh: APXUTEKTYpy MOJACHCTEM O€30MacHOCTH, CMBbICH 0a30BbIX MOHATHHA, TaKuUX Kak
uACHTUGUKAIMS U ayTeHTH(HUKANKWs, pa3rpaHUueHUe JOCTYIa M T.J.; TPOTOKOJIBI JOKaJIbHON H
CEeTeBOI ayTeHTU(DHUKAIIH.

YMeTh: OCYIIECTBISITh HACTPOWKY TOJUTUKH YUEHBIX 3aIUCEH, BHITIOIHSITH aIMHUHUCTPUPOBAHHE
YUeTHBIX 3amuced mosb3oBaTeneil Ha riardpopmax Windows u Linux, uaentupunuponartsb
cialble MecTa U YSA3BUMOCTH MOJICUCTEMBI HACHTU(PHUKALMU U ayTeHTU(UKALUK; pa3padaTbiBaTh
MaTpHIly pasrpaHUYeHUs JIOCTYIa, PEaJH30BbIBATh JUCKPELIMOHHOE pa3rpaHUYEHHUE JOCTyHa K
00beKTaM  (aiiJIoBOMl  CHUCTEMBI M CHCTEMHOTO  pEecTpa,aHAIM3UPOBAaTh  OTPAHUYCHUS
BBIYUCIIUTENBHBIX PECYPCOB, BEIOMPATh ONTUMAIBLHBIN HaOOp nporpammHo-anmnapatHsix [TAC3U
Brnaners: HaBBIKAMH aIMHUHHCTPUPOBAHUS IIOJCHUCTEM O€30MACHOCTH, HACTPOWKH CHUCTEMBI,
HOJUTUK O€30MacCHOCTH, YIPABICHHUS YYETHBIMH 3allUCSIMM, HaBBIKAMU HCIOJIb30BAHUSA
MOJIOKEHUH CTAaHAAPTOB MIPH pa3paboTke, HacTpoiike u dKkciuryaranuu [TAC3U.



